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Abstract 

My research explores new marketing trends in the private and public sectors concerning 

the adoption of native cloud applications from cybersecurity vendors. Semi-structured interviews 

were conducted with two marketing leaders from cybersecurity companies. One company sells to 

the public sector, the other to the private sector. Following qualitative and content analysis, the 

results showed many advantages for both sectors of shifting to native cloud applications. In the 

public sector, there is reluctance to adopt cloud applications primarily because of security 

challenges and a lack of ecosystem integration alternatives. Offering diverse deployment types 

was found more effective when selling to the public sector. Applying wide and flexible online 

marketing techniques and strategies is more effective with customers in the private sector. On-

premises deployment is used more frequently in the public sector, where both the lack of 

ecosystem integrations in cloud applications and perceived security challenges inhibit customer 

adoption of native cloud applications. 
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Introduction 

Over the last decade, organizations have shifted business applications from on-premises 

to the cloud. Boillat and Legner (2013) pointed out the affect of cloud computing on the business 

models of enterprise software vendors when moving from on-premises software to cloud 

services. Many enterprise software vendors saw an opportunity to increase their customers’ 

success and to reduce costs. For example, the following studies discuss the advantages of moving 

to the cloud (FutureScape, I.D.C., 2022; Pugh, 2021; Chowdhury, 2018; Egbert, 2015; Walther 

et al., 2012). However, customers in both the public and private sectors, for differing reasons, are 

not all ready to shift to the cloud. 

The goal of my research is to identify ways for vendors to convince customers to shift to 

native cloud applications and to avoid losing them as customers when development of an on-

premises version is discontinued in favor of a native cloud platform. The study explores 

interesting marketing trends in the public and private sectors from cybersecurity vendors, which 

may fuel further research about value proposition plans when shifting clients from on-premises 

to the cloud. 

Qualitative research consisted of interviews with two marketing leaders from 

cybersecurity companies, of which one sells to the private sector and the other to the public 

sector. Each interview took about 45 minutes and included ten open questions, which are detailed 

in Appendix A. The data analysis consisted of eight steps: reading and organizing the data; 

defining the unit of analysis; creation of codes and categories; selecting quotes and memos 

reminders; validation and verification; coding all text to its associated category; identification of 

themes, summarizing results: themes, their relations to categories and selected quotes and 

discussions.  

Results show that first, both sectors perceive an advantage when using cloud-based 

software. Second, those vendors who sell to the private sector make greater use of online 

marketing strategies to get new leads. Third, the public sector is reluctant to shift to the cloud 

because of security concerns and a lack of ecosystem integrations, and fourth, vendors who sell 

to this sector can address the latter barrier for the meantime by offering diverse deployment 

solutions. However, to allow the public sector to leverage the advantages of cloud applications, 
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vendors should continue their efforts to develop other comprehensive cloud offerings and 

additional ecosystem integrations using hybrid modes. 

This paper describes the methods, instruments used, and the eight steps of the content 

analysis stage. It presents the results; previous studies and literature related to the results; the 

meaning of the results; limitations of the research; and concludes with the contribution and 

implications of this paper and suggestions for future research. 

Literature Review 

Customers from both the public and private sectors have already raised challenges and 

gaps in their business environment, delaying them from adopting various cloud software 

solutions. For example, research by Shultz (2016) examined the question of security for 

application providers and found that security concerns were the most commonly cited reasons 

that enterprises were not interested in SaaS.  

Many other studies refer to additional challenges, including small organizations that are 

not ready for the move, regulations readiness, training, and resources gaps (Ivan & Ille, 2021; 

Griffith & Stewart 2020; Meersman & Mulchahey, 2019; Taylor, 2018; Gumbi & Mnkandla, 

2015; Gai, 2014; Boillat & Legner, 2013; Bhayal, 2011).  

Salih et al. (2021) researched and analyzed the 16 critical success factors that impact 

cloud ERP adoption and identified 12 influence drivers related to security, usability, and 

vendors. They focused primarily on ERP adoption and not cybersecurity software and did not 

differentiate sector types. Gai (2014) examined how to leverage private cloud computing in 

financial services, focusing mainly on financial services and private cloud and not native cloud 

and security solutions. Dimitrakos (2014) detailed innovation versus cyber security challenges 

and predicted that the cloud aggregation ecosystem would be the main innovation after 2020, 

raising new security challenges. The migration process to the cloud, and specifically security 

software, was not covered. Bhayal (2011) pointed out security challenges in cloud computing, 

such as protecting data privacy from breaches and suggested how to avoid third party audits by 

applying data integrity check solutions. However, neither security software migration to the 

cloud nor ecosystem considerations nor sector-type differentiation were covered in the research. 
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In addition, many security vendors operate their solutions exclusively on-site, so in some 

circumstances, integration with such security tools would not be feasible in the cloud.  

Boillat and Legner (2013) pointed out the affect of cloud computing on business models 

of enterprise software vendors when moving from on-premises software to cloud services. They 

suggested two options for business models, SaaS, and SaaS+PaaS, and found that vendors using 

PaaS compensate for the over simplicity and lack of ecosystem integrations in SaaS mode. They 

did not research security vendors and did not differentiate between vendors who sell to the 

private or the public sector. 

 Tawfique and Vejseli (2018) researched the decision to migrate to the cloud, focusing on 

the security aspects from the consumer perspective. They concluded that some organizations 

hesitate to make this move because of security concerns and prefer to keep their existing security 

tools on-site. 

Concerning the public sector, the former US CIO, Vivek Kundra, published (2011) the 

Federal cloud computing strategy. With this strategy, he highlighted the importance of cloud 

adoption. The main reasons were cost-saving, reducing cost from 80 billion to 20 billion dollars 

in the long-term, efficiency and consolidation of data servers. The Federal Risk and 

Authorization Management Program (FedRAMP) was established one year after a joint effort by 

the NIST (National Institute of Standards and Technology, 2004, 2006, 2011, 2014, 2015, 2016, 

2018, 2019) and the US CIO office to create and gather all frameworks, security guidelines, and 

requirements for the federal and public sector and then certify as many software and cloud 

vendors as possible according to the federal needs.   

Figliola and Fischer (2015) pointed out many challenges concerning the implementation 

of the U.S. government cloud adoption plan. For example, the FedRAMP process takes lots of 

time, and there are only a few certified vendors to select. Another concern raised was portability, 

the potential for getting locked into a specific vendor’s product and being dependent on them for 

any changes. They also identified the lack of staff with expertise in cloud solutions and 

implementation guidelines which were later improved over the years by the N.I.S.T. and 

FedRAMP. Taylor (2018) used the ECMF (Enterprise Cloud Migration Framework), which 

consists of five steps and nine attributes, in order to identify challenges and barriers of cloud 
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adoption within the government space. Neither security software migration nor ecosystem 

integrations were covered in the research.  

Both the private and the public sectors see advantages in shifting to the cloud. These 

advantages were also deduced from the content analysis in this paper and align with previous 

cloud adoption studies: (FutureScape, I.D.C., 2022; Pugh, 2021; Chowdhury, 2018; Egbert, 

2015; Walther et al., 2012).  

Methods 

Primary Aim 

 This analysis aimed to identify and explore marketing trends, from the vendors’ 

perspective, concerning the willingness of customers in the public and private sectors to shift to a 

cloud application. I contacted two participants in Israel via LinkedIn and interviewed them via 

Zoom. The requirements for the sample were to have at least three years of experience working 

at a cybersecurity vendor that develops cybersecurity solutions; to be over the age of 18, and to 

be involved with business and marketing activity within their organization. I also aimed to have 

at least one participant from a company selling security solutions to the private sector and 

another selling security solutions to the public sector.  

Participants Profile 

Participant 1 is an executive sales and marketing leader in a cybersecurity company that 

sells security solutions to customers in the public sector and has over twenty years of experience, 

including about ten years in cybersecurity. Participant 2 is a digital marketing manager with six 

years of experience, more than three years of which is in the field of cybersecurity, who works at 

a cybersecurity vendor that sells security solutions to the private sector. Both interviewees are 

over the age of 18. They are thoroughly involved in and familiar with their companies’ core 

business processes, marketing activity, and strategy. They both volunteered and signed a consent 

form to participate in this assignment. Their identity will be kept confidential and anonymous. 

For the interview questionnaire, see Appendix A. 
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Summary of the Content Analysis 

The main steps for this content analysis are adopted from well-known sources, including 

(LibGuides N.C.U., 2022; Creswell, 2014; Zhang, et al., 2005; Mayring, 2004; O'Connor & 

Gibson, 2003).   

Step 1: Read and Organize the Data 

The data were collected, prepared, and organized, then holistic and floating reading was 

performed over the data. Both interviews were conducted with Zoom recording and took about 

45 minutes. A transcript of the recording was exported and translated, and participants’ identities 

were disguised. 

Step 2: Define Units of Analysis 

I minimized the data, defined the units of analysis, and detected ideas and concepts in 

words and phrases. Both participants’ responses, comments and phrases were marked with 

different colors related to a specific code. Table A in the results section presents the Units of 

Analysis. 

Step 3: Create and Refine Codes and Categories  

I created and refined codes and categories for all the ideas and concepts, reviewed all 

answers during the interview, created codes for the replies from both participants, and selected 

participants’ quotes related to the project’s aim. Table B in the results section presents the 

defined codes and categories. 

Step 4: Select Quotes and Memos 

I wrote memos for each participant’s answers so as to not forget them when gathering all 

of the information at the end and selected essential quotes.  

Step 5: Validation and Verification 

I tested codes, performed validation and correction, checked, and verified for 

consistency. 

Step 6: Code All Text Associated to Categories and Verification 

After rereading the data and the relevant associated categories, as presented in Table B, I 

coded all text from both interviews and verified it. 
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Step 7: Identify Themes and Relations to Categories and Selected Quotes 

I identified themes and then defined the relations between categories and themes. For the 

results of this step, see Table C and Table D. 

Step 8: Summarize Findings and Discussions 

I documented the results summary, findings, conclusions, and discussions in both the 

following sections of this article and in Table E.  

Results 

Following the content analysis, 81 codes were created. Eight major categories associated 

with the codes were identified: Shift to Cloud Factors, Encouragement of Cloud, Concerns About 

Cloud, Value of On-Premises, Deployment Types, Diverse Deployment Offerings, Conventional 

Marketing Techniques, and Online Marketing Techniques. See Table A for the full relationships 

between defined codes and categories. 

The main themes which were identified: 

• There are advantages to using the native cloud for both the public and the private sectors  

• On-premises deployment is used more frequently in the public sector, where both the lack 

of ecosystem integrations in cloud applications and perceived security challenges inhibit 

customers from shifting to the cloud 

• Diverse deployment types are effective when selling to the public sector 

• Applying wide and flexible online marketing techniques and strategies are more effective 

with customers in the private sector 

For the results of identified themes and their relation to categories, see Table B. 

For the relationships between themes and categories, see Table C. 

During the interview, I wrote memos and selected meaningful quotes, then summarized the full 

details of both the related quotes with the themes and related categories in Table D and Table E 

summarizes codes, categories, themes, selected quotes, and their relations. 
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Table A: Units of Analysis 

 

Table B: Finalizing Codes and Categories for Concepts and Ideas 
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Table C: Relations Between Categories and Themes 

 

Table D: Relations Between Themes Categories and Selected Quotes 
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Table E: Summary- Codes, Categories Themes, Selected Quotes, and Their Relations 
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Discussion 

This study aimed to explore new marketing trends in private and public sectors 

concerning cloud adoption and willingness to shift from on-premises to native cloud applications 

from the perspective of cybersecurity vendors. 

The results showed significant perception trends from the perspective of cybersecurity 

vendors. It seems that when a security vendor sells to the public sector, the vendor offers a 

diverse selection of types of deployments. The vendor encourages the customer to shift to the 

cloud but does not insist; the decision is left to the customer, who can decide to deploy in either 

on-premises or cloud mode. Such an offering has advantages and disadvantages. By letting the 

customer choose the deployment type, the vendor retains customer loyalty, especially if this is a 

top revenue and strategic account. On the other hand, the vendor invests more in developing two 

versions of the same product in parallel, one as a native cloud and another for on-premises, 

which increases the cost of development, support and sales for the security vendor. By investing 

resources in two platforms, over time, the quality of the vendor’s product may also decline 

compared to other pure SaaS and native cloud vendors who devote their efforts to just one 

platform. 

The literature shows the importance of finding solutions for security gaps by having more 

FedRAMP-certified vendors (Figliola & Fischer, 2015). My results identified a significant 

theme. The on-premises theme also aligns with previous studies mentioned in the literature 

review. Vendors who leverage these findings by increasing their cloud capabilities with more 

ecosystem integrations and comprehensive cloud offerings may increase their public sector 

customers' motivation to shift from on-premises to the cloud. 

Based on the security vendors' perspective, another theme finding was that security vendors 

who sell to the private sector leverage more social networks and diverse marketing strategies. This 

sector also seems to adopt faster cloud and multitenancy. These findings make sense since the 

private sector is more open to online SaaS products and innovations to save costs and is not 

constrained by so many security regulations as the public sector.   
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 Since both vendors have thousands of customers, the findings cover trends across a 

significantly large number of customers from the private and public sectors. However, further 

research with more vendors can assist in exploring more important trends.  

Conclusions 

The interviews and content analysis raised some interesting marketing trends and 

approaches. It was valuable to get perspectives from both the public and private sectors since 

interviewees are in the same software industry but sell to different sectors.  

I detected some interesting trends:  

First, both participants raised perceptions of the advantages of native cloud applications 

in the public and private sectors. This position is also supported by the literature today, for 

example, with the following studies: (Pugh, 2021; Chowdhury, 2018; Egbert, 2015; Walther et 

al., 2012).  

Second, the importance and value of on-premises deployment for the public sector were 

highlighted several times, as well as trust and security concerns in cloud aspects. A central theme 

was that on-premises deployment type is used more frequently by the public sector, and lack of 

ecosystem integrations in cloud and security challenges inhibit customers from shifting to the 

cloud. A significant implication is that security vendors should focus more on this customer 

objection and consider extending their cloud integration offerings and comprehensive offerings 

on the cloud.  

Third, I found that security vendors who sell to the public sector use diverse deployment 

types offered for their customers, which seem very effective and assist in retaining enterprise 

customers. However, vendors should consider that developing two product lines in parallel may 

be inefficient and increase costs.  

Fourth, using social networks and online strategies to get more leads seems to work better 

when marketing to the private sector than the public sector, which adopts more conventional 

methods of getting leads, such as tenders, conventions, LinkedIn, and more direct contact. 
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Although the study covers trends across a large number of customers, since both vendors 

each have thousands of customers, it is still limited since it was conducted with just 2 vendors so 

further research building on this study should analyze more vendors’ perspectives from various 

organizations. Also, additional research from the perspective of customers will allow the 

correlation of data with vendors’ perspectives and create value proposition plans for vendors 

wishing to shift their customers from on-premises deployment to native or hybrid cloud. 
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Appendix A: Interviews Questionnaire 

1. Does your organization sell software security on the cloud, hybrid cloud (some components 

on-premises and some on the cloud ), or native cloud applications to your customers? Could you 

describe the type of deployments offered today to your customers? 

2. Does your organization have a clear marketing strategy plan for selling your cloud 

application\module solution to customers running a competitor solution that can be deployed just 

in on-premises mode? 

3. Could you provide three main reasons for potential customers who decided not to 

purchase your cloud application module\solution? 

4. Could you point out three main reasons why some of your customers decided to 

purchase your cloud module solution? 

5. Do you see some of your on-premises competitors' solutions as direct competitors 

to your cloud module offering solution? 

6. Does your organization try to shift customers who used to work in on-premises software 

(Yours or a competitor's) to your cloud application software? 

7. What strategies does your organization use to get new leads for your cloud application 

module\solution? 

8. Is your security product offered to a specific industry \sector? Do you think a security software 

solution such as a native cloud application module like yours should get sold to a particular 

industry? 

9. Does your organization partner with various ecosystem integration third parties to 

improve your cloud application offering? 

10. Does your organization provide on your cloud application platform extended features that 

can be used on cloud applications only or basic functionalities that can also be achieved with on-

premises version, and just the U.I. is available on the cloud? 

 


